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COS DCE Cyclic Redundancy Code Computations

Standard Cyclic Redundancy Codes are based on polynomial division. The data for whichaCRC is
being calculated are treated as the coefficients of alarge polynomial. This polynomial isdivided by a
“generator polynomia” of some modest order (e.g. 8, 16, 32), resulting in aremainder polynomial of
order less than the generator. The coefficients of this remainder polynomial are collectively known as the
CRC. Thisisalinear operation and, as such, it is a smple matter to pad the data stream with some
additional data valuesin order to yield a specified CRC.

Due to the nonlinear nature of the CRC algorithm used for COS DCE (it is not true polynomial
division), one cannot use this standard method of generating a desired CRC. Instead, the following
analysis indicates how such a computation is made.

Designating the current value of the 16-bit CRC as C:
C= (C151 C141 Cl?n ClZy Clly C101 CQ; CB; C71 C61 CS; C41 CS; CZ; Cly CO)
and the next 16 bits of data to be processed asD:
D= (D151 Dl41 D131 D121 Dlly DlOy D91 D81 D71 D61 D51 D41 D31 D21 Dly DO)
and the CRC value after these 16 data bits have been processed as X:
X= (X151 Xl41 X131 X121 X111 X101 X91 X81 X71 X61 X51 X41 X31 X21 le XO)
we find that:

X15 = C]_]_A C]_()A C7A CSA D]_]_A D]_()A D7A D3

Xl4 = C]_()A CgA CGA CzA D]_()A DgA DGA D2

XlS = CgA CgA C5A C]_A DgA DgA D5A D]_

XlZ = C]_5A CgA C7A C4A C()A D]_5A DgA D7A D4A Do

Xll = C]_5A C]_4A C]_]_A C]_()A CGA D]_5A D]_4A D]_]_A D]_()A D6

XlO = CMA ClsA CloA CgA CsA D14A DlgA DloA DgA D5

X9 = ClsA ClsA Cle CgA CgA C4A D15A DlgA Dle DgA DgA D4

Xs = CisA CuA CLA CuA CA C,A C,A DA DA DA DA DA D, A D

X7 = CiA CuA CiA CuA CpA CA CsA C,A DisA DA DA D1 A DA D;A DA D,

X6 = CMA ClsA Cle CloA CgA CGA CsA ClA D14A DlgA Dle DloA DgA D6A D5A Dl

X5 = ClsA Cle CHA CgA CgA CsA C4A C()A D13A Dle DllA DgA DgA D5A D4A Do

X4 = C]_5A C]_zA CgA C4A D]_5A D]_zA DgA D4

X3 = CuA CuA CuA C,A CA DA DA DA DA D

X, = CuA CiA CpA CA C,A DA DA DA DA D,

Xl = ClgA C]_zA CgA C5A C]_A D]_3A D]_zA DgA D5A D]_
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XO = C]_zA C]_]_A CgA C4A C()A D]_zA D]_]_A DgA D4A Do

Our task isto find the data D which, combined with the known C, yields adesired X.

Notice the symmetry in this solution. In every expression, wherever a bit from the current CRC (C,)
exists, the corresponding data bit (Dy) is also present. Thus, defining By = Cy A Dy, the table may be
rewritten:

X5 = BllA BlOA B7A Bs

X1 = BypABsABsAB,

X1z = BgA BgA B5A B,

X1z = BisABsA B;AB,A B

Xu = BlSA |314A BuA BloA Be

X1 = Bl4A BlSA BlOA BgA Bs

X9 = BisABiABRABABAB,

Xg = BisABuABpLABLABAB/AB;

X7 = BiABuA BiABuAByA B,A BsA B,
Xe = BuA BiA BpA BypA BA BsA BsA B,
Xs = ByiA BpABuABABABABAB,
Xs = BisABpABsAB,

Xs = BisABuABuAB;AB;

X> = BuABiABRABAB;

X: = BuABpABABAB;

Xo = BpABuABsAB,AB,

Our task becomes one of finding the B which yields adesired X and then, using known C, solving for the
required data word D using the relationship

B=CAD > D=CA B

Unfortunately, analytical solution to this set of simultaneous nonlinear equationsin By is difficult.
However, a smple computational solution involves generating the 2'° possible values of B and finding
those which yield values of X inwhich only onebitis‘1l and al elseare‘0’. Thisis equivalent to saying
we are finding those values of B that toggle individua bits of X. Then, given C we can solve for the data
value D which produces that X. Exhaustive search of these 2'° possibilities results in an interesting
finding. There are exactly 16 values of B which uniquely serve our purposes — 16 values which each
toggle adifferent bitin X. (Also, to produce X = 0, the necessary and sufficient condition isB = 0 which,
in turn, requiresD = C.) Thetable below shows the 16 values of B which toggle individua bitsin X.
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X Bit Toggled | B Vaue Producing the Bit Change (hex)
Xo 9D71
X1 2AC3
X2 5586
X3 ABOC
X4 4639
Xs 8C72
Xs 08C5
X7 118A
Xs 2314
Xo 4628
X10 8C50
X1 0881
X1z 1102
X3 2204
X4 4408
Xis5 8810

Because all termsin X (Xys...Xo) are formed by XORing terms of B (B;s...By), it can be shown that to
toggle multiple bitsin X, smply XOR the corresponding values of B found in the above table. Thus, any

of the 2™ possible values of X may be obtained by combination of the corresponding values of B from the
table. An exampleillustrates the procedure.

EXAMPLE: FORA BLOCK OF ‘N’ BYTES, COMPUTE A NEW VALUE FOR THE LAST TWO BYTES SO THAT THE
OVERALL CRC FOR THE BLOCK 1S 1234 (HEXADECIMAL). ASSUME THE CRC FOR THE FIRST ‘N-2' BYTES
1S93C5.

SOLUTION: THEDESIRED CRC, X = 1234, WRITTEN IN BINARY ISX = 0001001000110100. THUS, BITS

2,4,5,/9, AND 12 NEED TOBESET TO ‘1’ AND ALL OTHERSTO ‘0’. FORMING THE XOR OF THE FIVE
CORRESPONDING VALUES OF B FROM THE TABLE (THOSE FOR X3, X4, X5, Xg, AND X315), WE HAVE

B = 5586 A 4639 A 8C72 A 4628 A 1102 = C8E7
FrROM THIS, WE SOLVE FOR THE DATA WORD D WHICH PRODUCES THISB
D=CAB = 93c5A C8E7 = 5B22

SINCE THE COS DCE CRC ALGORITHM PROCESSES A BYTE AT A TIME, DATA BYTE 5B IS PROCESSED

FIRST (AFTER THE ‘N-2' BYTES, OF COURSE), FOLLOWED BY DATA BYTE 22. THERESULTISX = 1234, AS
DESIRED.
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